Prognostics and Health Management (PHM) is an emerging engineering discipline which is concerned with the analysis and prediction of equipment health and performance. One of the key challenges in PHM is to accurately predict impending failures in the equipment. In recent years, solutions for failure prediction have evolved from building complex physical models to the use of machine learning algorithms that leverage the data generated by the equipment. However, failure prediction problems pose a set of unique challenges that make direct application of traditional classification and prediction algorithms impractical. These challenges include the highly imbalanced training data, the extremely high cost of collecting more failure samples, and the complexity of the failure patterns. Traditional oversampling techniques will not be able to capture such complexity and accordingly result in overfitting the training data. This paper addresses these challenges by proposing a novel algorithm for failure prediction using Generative Adversarial Networks (GAN-FP). GAN-FP first utilizes two GAN networks to simultaneously generate training samples and build an inference network that can be used to predict failures for new samples. GAN-FP first adopts an info-GAN to generate realistic failure and non-failure samples, and initialize the weights of the first few layers of the inference network. The inference network is then tuned by optimizing a weighted loss objective using only real failure and non-failure samples. The inference network is further tuned using a second GAN whose purpose is to guarantee the consistency between the generated samples and corresponding labels. GAN-FP can be used for other imbalanced classification problems as well. Empirical evaluation on several benchmark datasets demonstrates that GAN-FP significantly outperforms existing approaches, including under-sampling, SMOTE, ADASYN, weighted loss, and infoGAN augmented training.
in 2017, due to electrical fault in a refrigerator, Grenfell Tower fire in London killed 72 people, hospitalized 74 and caused 200 million to 1 billion GBP property damage [1] . Because of the profound impact and extreme costs associated with system failures, methods that can predict and prevent such catastrophes have long been investigated. These methodologies can be grouped under the framework of Prognostics and Health Management (PHM), where prognostics is the process of predicting the future reliability of a product by assessing the extent of deviation or degradation of the product while the product is still working properly; health management is the process of real time measuring and monitoring. The benefits of accurate PHM approaches include: 1) providing advance warning of failures; 2) minimizing unnecessary maintenance, extending maintenance cycles, and maintaining effectiveness through timely repair actions; 3) reducing cost related to inspection and maintenance, reducing cost related to system downtime and inventory by scheduling replacement parts in the right time; and 4) improving the design of future systems [2, 3] . Failure prediction is one of the main tasks in PHM.
Failure prediction approaches can be categorized into model-based approaches and data-driven approaches [4] . Model-based approaches use mathematical equations to incorporate a physical understanding of the system, and include both system modeling and physics-of-failure (PoF) modeling. The limitation is that the development of these models requires detailed knowledge of the underlying physical processes that lead to system failure. Furthermore, the physical models are often unable to model environmental interactions. Alternatively, data-driven techniques are gaining popularity. There are several reasons: 1) data-driven methods learn the behavior of the system based on monitored data and can work with incomplete domain knowledge; 2) data-driven methods can learn correlations between parameters and work well in complex systems, such as aircraft engines, HPC systems [5] , large manufacturing systems; 3) with the development of IoT systems, large amount of data is being collected in real time, which makes real time monitoring and alerts for PHM possible.
However, data-driven techniques for failure prediction have a set of unique challenges. Firstly, for many systems and components, there is not enough failure examples in the training data. Physical equipment and systems are engineered not to fail and as a result failure data is rare and difficult to collect. Secondly, complex physical systems have multiple failure and degradation modes, often depending upon varying operating conditions. One way to overcome these challenges is to artificially generate failure data such that different failure modes and operating conditions are adequately covered and machine learning models can be learned over this augmented data. Traditionally, oversampling has been used to generate more training samples. However, oversampling cannot capture the complexity of the failure patterns and can easily introduce undesirable noise with overfitting risks due to the limitation of oversampling models. With the successful application of Generative Adversarial Networks (GANs) [6] in other domains, GANs provide a natural way to generate additional data. For example, in computer vision, GANs are used to generate realistic images to improve performance in applications, such as, biomedical imaging [7] , person re-identification [8] and image enhancement [9] . In addition, GANs have been used to augment classification problems by using semi-supervised learning [10, 11] or domain adaptation [12] . However, GAN methods cannot guarantee the consistency of the generated samples and their corresponding labels. For example, infoGAN is claimed to have 5% error rate in generating MNIST digits [13] .
In this work, we propose a novel algorithm that utilizes GANs for Failure Prediction (GAN-FP). Compared to existing work, our contributions are:
1. We propose GAN-FP in which three different modules work collaboratively to train an inference network: (1) In one module, realistic failure and nonfailure samples are generated using infoGAN. (2) In another module, the weighted loss objective is adopted to train inference network using real failure and non-failure samples. In our design, this inference network shares the weights of the first few layers with the discriminator network of the infoGAN.
(3) In the third module, the inference network is further tuned using a second GAN by enforcing consistency between the output of the first GAN and label generated by the inference network. 2. We design a collaborative mini-batch training scheme for GANs and the inference network; 3. We conduct several experiments that show significant improvement over existing approaches according to different evaluation criteria. Through visualization, we verify that GAN-FP generates realistic sensor data, and captures discriminative features of failure and non-failure samples. 4. Failure prediction is the motivation and typical use case of our design. For broader applications, GAN-FP can be applied to other general imbalanced classification problems as well.
Background

Imbalanced classification for failure prediction
Existing approaches to handle imbalanced data can be categorized into two groups: re-sampling (oversampling/undersampling) and cost-sensitive learning.
Re-sampling method aims to balance the class priors by undersampling the majority non-failure class or oversampling the minority failure class (or both) [14] . Chawla et al. [15] proposed SMOTE oversampling, which generates new synthetic examples from the minority class between the closest neighbors from this class. He et al. [16] proposed ADASYN oversampling, which uses a weighted distribution for different minority class examples according to their level of difficulty in learning. Inspired by the success of boosting algorithms and ensemble learning, re-sampling techniques have been integrated into ensemble learning [14] . Cost-sensitive learning assigns higher misclassification costs to the failure class than to the non-failure class [17] . Zhang et al. [18] proposed an evolutionary cost-sensitive deep belief network for imbalanced classification, which uses adaptive differential evolution to optimize the misclassification costs. Using is generated data, x is real data, discriminator D tries to distinguish generated data from real data, network Q is used to maximize L mutual (Eq.(2)), loss L 1 is given in Eq.(3).
weighted softmax loss function, Jia et al. [19] proposed a framework called Deep Normalized CNN for imbalanced fault classification of machinery to overcome data imbalanced distribution. Many hybrid methods combine both re-sampling and cost-sensitive learning [20] . However, limitations exist in both categories. For instance, oversampling can easily introduce undesirable noise with overfitting risks, and undersampling removes valuable information due to data loss. Cost-sensitive learning requires a good insight into the modified learning algorithms and a precise identification of reasons for failure in mining skewed distributions. Data with highly skewed classes also pose a challenge to traditional discriminant algorithms, such as subspace and feature representation learning [21, 22, 23, 24, 25, 26] . This makes it further difficult to achieve ideal classification accuracy in failure prediction tasks.
GAN
Recently, generative models such as Generative Adversarial Networks (GANs) have attracted a lot of interest from researchers and industrial practitioners. Goodfellow et al. formulated GAN into a minimax two-player game, where they simultaneously train two models: a generator network G that captures the data distribution, and a discriminator network D that estimates the probability that a sample comes from the true data rather than the generator network G. The goal is to learn the generator distribution p(x ) of G over data x that matches the real data distribution p(x). The generator network G generates samples by transforming a noise vector z ∼ p(z) into a generated sample G(z). This generator is trained by playing against the discriminator network D that aims to distinguish between samples from true data distribution p(x) and the generator distribution p(x ). Formally, the minimax game is given by the following expression:
InfoGAN [13] is an information-theoretic extension to GAN. InfoGAN decomposes the input noise vector into two parts: incompressible noise vector z and latent code vector c. The latent code vector c targets the salient structured 
where L mutual (G, Q) is easy to approximate with Monte Carlo simulation. In practice, L mutual can be maximized with respect to Q directly and with respect to G via the reparametrization trick. InfoGAN is defined as the following minimax game with a variational regularization of mutual information and a hyperparameter λ Q :
(3) Figure 1 shows the structure of infoGAN. Conditional GAN (CGAN) [27] adds extra label information y to generator G for conditional generation. In discriminator D, both x and y are presented as inputs and D tries to distinguish if data-label pair is from generated or real data. Figure 2 shows the architecture of CGAN. The objective of CGAN is given as the following minimax game:
3 GAN-FP: GAN for Failure Prediction
Motivation
In failure prediction problems, we collect a lot of training data x and the corresponding labels y. Training data x usually is sensor data coming from equipment, but can be image, acoustics data as well. Label y contains a lot of non-failure label 0s and very few failure label 1s. Given a failure prediction problem, one choice is to construct a deep inference neural network and adopt weighted loss objective. As there are not enough real failure samples, test samples with failure labels are often misclassified to the prevalent non-failure class. As mentioned earlier, in this work, we propose the use of GANs to generate realistic failure samples.
To control the class labels of generated samples, we can choose Conditional GAN (CGAN) or infoGAN. CGAN was shown to mainly capture class-level features [13, 28] . In addition to capturing class-level features, infoGAN captures fine variations of features that are continuous in nature using continuous latent code. As mentioned earlier, PHM data has multiple failure modes, and is continuous in nature, hence we use infoGAN as a basic building block in our design.
One problem with simply using infoGAN, is that it cannot guarantee that the generated sample is from a desired class. This means that some generated samples might end up having the wrong label. For example, infoGAN is claimed to have 5% error rate in generating MNIST digits [13] . When we have a 2class highly imbalanced classification problem like failure prediction, this can have significant negative impact on the usefulness of this approach. In order to alleviate this problem, we propose the use of a second GAN to enforce the consistency of data-label pairs. In the second GAN, we use the inference network P as a label generator.
Once we have generated data, a traditional approach is to use both the generated and real samples to train a classifier. However, since we are sharing layers between the inference network and the discriminator network in the first GAN, and training all three modules simultaneously, we can directly use this inference network to achieve higher inference accuracy.
During building the model, we alternate between the following steps:
1. Update the infoGAN to generate realistic samples for failure and non-failure labels. 2. Update the inference network P using real data. We bootstrap P using the weights of the first few layers of the discriminator of the infoGAN. This is a common approach to save training time and utilize the ability of GAN to extract features. 3. Update inference network P along with the discriminator in the second GAN to make sure that the generated samples and corresponding labels are consistent. This will increase the discriminative power of inference network P . 3)). Module 2 (network P ) is an inference module with weighted loss L 2 (Eq. (5)), which trains a deep neural network using real data and label. Module 3 (network P and D 2 ) is a modified CGAN module with adversarial loss L 3 (Eq. (6)), where network D 2 takes data-label pair as input and tries to distinguish whether the pair comes from real data label (x, y) or from generated data label (x , y ).
GAN-FP model
network G is a deep neural network with input (z, c), and outputs generated sample x , where x has the same size as real data x. Discriminator network D aims to distinguish generated sample x from real sample x. Network Q aims to maximize the mutual information between latent code c and generated sample x . By jointly training network G, D and Q, module 1 solves the minimax problem denoted in Eq.(3). The first few layers of the discriminative layer D + Q will capture a lot of implicit features about the data. In order to reduce the overall training time, we are going to reuse these weights while training the inference network in the Module 2.
Module 2 consists of a deep neural network P and solves a binary classification problem with weighted loss based on real data and real label. Network P shares the first several layers with D and takes as input real data x and outputs a probability (denoted as P (x)) within range [0, 1] indicating the chance that x is a failure sample. The real label is denoted as y (0 or 1). In our design, the loss function L 2 for module 2 is cross entropy:
where weight w = number of non-failure samples number of failure samples > 1. Note at this step, the input for network P is class-imbalanced real data and labels. Loss L 2 is a weighted version which emphasizes more on failure sample prediction. In the training of Module 3, the weights of inference network P will be further tuned using generated data and labels.
Algorithm 1 Mini-batch SGD solving GAN-FP.
Input: Real data and label pairs {xi, yi}, where i = 1, 2, ..., n, hyperparameter λG, λD, λP , λD 2 , λL 2 , batch size b. Output: Network parameters θG, θD, θQ, θP , θD 2 for networks G, D, Q, P , D2 respectively. 1: Initialize θG, θD, θQ, θP , θD 2 . 2: repeat 3:
Randomly choose b data and label pairs from {xi, yi}.
4:
Randomly generate b latent code c and noise z, where c is class-balanced, noise z is uniform random variables.
5:
Update Module 1 discriminator network θD by ascending along its stochastic gradient w.r.t. maxD λDL1(D) and share the weights of the first few layers with P .
6:
Update Module 1 generator and Q-network θG, θQ by descending along its stochastic gradient w.r.t. minG,Q λGL1(G, Q).
7:
Update inference network θP by descending along its stochastic gradient w.r.t. minP λL 2 L2(P ) and use P as the generator of Module 3.
8:
Update Module 3 discriminator network θD 2 by ascending along its stochastic gradient w.r.t. maxD λD 2 L3(D2).
9:
Update Module 3 generator network θP by descending along its stochastic gradient w.r.t. minP λP L3(P ). 10: until Convergence Module 3 consists of network P and D 2 and enforces generated data-label pair (x , y ) to look like real data-label pair (x, y). P serves as the generator network. Given x , the generated label y = P (x ) needs to be as correct as possible. D 2 tries to distinguish the generated data-label pair from real pair. The minimax objective for module 3 is given as:
While training this module, the weights of the inference network P will be further tuned to increase the discrimination between failure and non-failure labels. The effectiveness of Module 3 to improve inference network P will be validated by comparing the performance of GAN-FP with infoGAN augmented training (denoted as InfoGAN AUG in experiments), where we train the inference network P with generated data without using Module 3.
Algorithm
Algorithm 1 summarizes the procedure for training GAN-FP. The input data includes real data-label pairs (x i , y i ), where i = 1, 2, ..., n, and hyperparameter λ G , λ D , λ P , λ D2 , λ L2 , which control the weights of different losses, as in traditional regularization approaches [29, 30] . The output of this algorithm is the trained neural network parameters θ G , θ D , θ Q , θ P , θ D2 for network G, D, Q, P , 
Visualization of generated samples
We take CMAPSS FD001 data as an example to visualize the generated samples and examine if the proposed GAN-FP can generate realistic enough fake samples for failure prediction task. CMAPSS FD001 data contains failure and non-failure data for turbofan engines. Each engine sample includes 21 sensors and their readings are in a continuous time window with 15 time steps. Detailed description of CMAPSS FD001 is given in Section 5.1. Due to space limitations, we chose 4 sensors (s1, s2, s3, s4) and plotted them from real samples and generated samples. In Figure 4 , we visualize 2 real failure samples and 2 real non-failure samples. As we can see, for failure samples, sensor s1 has higher values than other sensors, sensor s2 and s3 have lower values than s1 and s4, especially for time from 6 to 14; for non-failure samples, sensor s4 has lower values, sensor s2 and s3 have higher values than sensor s1 and s4. In Figure 5 , we visualize the same 4 sensors from 2 generated failure samples and 2 generated non-failure samples. We observe similar visual properties as in Figure 4 : for failure samples, sensor s2 and s3 have lower values than s1 and s4, especially for time from 6 to 14; for non-failure samples, sensor s2 and s3 have higher values than sensor s1 and s4. We also observe that noises exist in generated samples. For example, at time 11, sensor s4 in Figure 5b has a big drop, but at time 12, s4 increases back to a higher value. Though real sensor data seems more smooth than generated sensor data, GAN-FP is able to capture the major properties for this failure prediction task. This shows that GAN-FP can generate very good failure and non-failure samples and different levels of variations exist in the generated samples.
Experiments
Data
We conduct experiments on one Air Pressure System (APS) data set from trucks [31] and four turbofan engine degradation data sets from NASA CMAPSS (Commercial Modular Aero-Propulsion System Simulation) [32] . For APS data, air pressure system generates pressured air that are utilized in various functions in a truck, such as braking and gear changes. The failure class consists of component failures for a specific component of the APS system. The non-failure class consists of samples not related to APS failures. The CMAPSS data consists of four subsets: FD001, FD002, FD003, and FD0004. Data attributes are summarized in Table 1 . In each subset, the data records a snapshot of turbofan engine sensor data at each time cycle, which includes 26 columns: 1st column represents engine ID, 2nd column represents the current operational cycle number, 3-5 columns are the three operational settings that have a substantial effect on engine performance, 6-26 columns represent the 21 sensor values. The engine is operating normally at the start of each time series, and develops a fault at some point in time. The fault grows in magnitude until a system failure. The four CMAPSS data sets have different number of operating conditions and fault conditions. For example, FD001 data has one operating condition and one fault condition, and FD002 has six operating conditions and one fault condition. CMAPSS data set is considered benchmark for predictive maintenance [33] .
Experimental setup and evaluation criteria
We use fully connected layers for all the networks. For evaluation, we use AUC (Area Under Curve), (precision, recall, F1) with macro average, micro average, and for the failure class only. All compared methods output the probability that a sample is a failure sample. We then compute the precision and recall curve and calculate AUC. We then can compute both failure and non-failure class precision, recall and F1. Larger values indicate better performance in all these metrics. More about these metrics can be found in [34] .
We compare GAN-FP with 17 other methods. For the first 16 methods, we conduct experiments using 4 classifiers in 4 different sampling settings. The 4 classifiers are DNN, SVM (Support Vector Machines), RF (Random Forests) and DT (Decision Trees). The 4 sampling settings are: undersampling, weighted loss, SMOTE oversampling and ADASYN oversampling. The structure of DNN is the same as network P in GAN-FP. Parameters of SVM, RF and DT are tuned to achieve the best accuracy. For undersampling, we fix the failure samples and randomly draw equal size number of non-failure samples for training. For each experiment, we perform 10 times random undersampling. For weighted loss objective, we assign the same class weights as used in Eq. (5) . Lastly, we compare with infoGAN augmented DNN (denoted as InfoGAN AUG), which uses infoGAN to generate more failure samples to make the class distribution balanced and then train a DNN for classification. InfoGAN AUG is used to validate the effectiveness of Module 3. Experiments were performed in a 5-fold cross-validation fashion.
Algorithm convergence
To examine the training convergence, we take CMAPSS FD001 data as an example and plot the loss changes along the training process. From Eq.(3), we know that Module 1 loss consists of three parts: discriminator (D) loss min D −V (D), generator (G) loss min G V (G) and mutual information (Q) loss min G,Q −L mutual (G, Q). Figure 6a shows that D loss and G loss converge along the training. Mutual information (Q) loss is minimized and converged after about 2,000 batches. Advanced accelerating algorihtm can reduce training time furthermore [35] . Figure 6b shows that L 2 loss Eq.(5) is decreasing from 0 to 3,000 batches. Figure 6c shows that D2 loss and generator P loss of Module 3 converge along the training. Overall, this shows the effectiveness of Algorithm 1. 
Effect of class imbalance
We compare the classification performance of different approaches when the number of majority non-failure samples is decreased. Figure 7 shows that, for Table 3 shows the result for APS data. Table 4 , 5, 6 and 7 show the results for CMAPSS. The best performing methods in each column is in bold. Note that CMAPSS data sets have different levels of difficulty since they have different number of operating conditions and fault conditions. Overall, GAN-FP shows better results in terms of AUC and F1 score compared to its counterparts. The fact that GAN-FP outperforms InfoGAN AUG shows the effectiveness of Module 3.
Comparison with other methods
Conclusion
In conclusion, we proposed a novel model GAN-FP for imbalanced classification and failure prediction, and experimented it on industrial data. This novel design not only improves modeling performance, but also can have significant potential economical and social values.
